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Electronic Devices Produce Electromagnetic Emissions

FCC Emissions Test
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Electronic Devices Produce Electromagnetic Emissions

Typical Field Strengths

FCC Class A Device at 30 m ~30nV/m
FCC Class B Device at 30 m ~10nV/m

These field strengths ameadily detectableand can be
much stronger than fields from intentional transmitters
located further away.
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Electronic Devices Produce Electromagnetic Emissions

There is ample signal strength to detect these devices!

Detectingunintentionalemissiondrom electronicdevicess
simplya matter of recognizinghe desiredsignalwhenit is
buriedin the & y 2 Arénthéindredsof other sources(both
Intentionaland unintentional)
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Identifying Sources of Radiated EMI

Techniques develope identify and trace sources of EMI

AM/FM Demodulation
Observation of Side Bands
Short Term FFT

Frequency Domain Signature
Time Domain Signature
Wavelet Filtering
Combinations of the above
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Identifying Sources of Radiated EMI

Can we identify electronic devices based on their
unintentional electromagnetic emissions?
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Can Devices Be Uniquely Identified?

C Radiated emissions were recorded from a variety of radio
receivers used in IEDs.

C Results were analyzed by:

A Extracting characteristics of emissions in both the time
and frequency domain.

A Resampling higHrequency electromagnetic recordings
at audio frequencies to demonstrate unique
characteristics of signals.

C Emission characteristics were used to build an instrument
capable of automatically detecting and identifying emissions.
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http://www.cvel.clemson.edu/Projects/cvel proj edd.html
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Wireless Doorbell 2
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